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https://ruben.verborgh.org/blog/2024/10/15/trust-takes-time/
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Evolving trust relationships
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Verifiable data

Data Provenance
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Instantiated policy

Policy Provenance

Icons from Uniconlabs, adrianadam, Parzival’ 1997, Good Ware, Flaticon, nangicon, and Ereepik.
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Verifiable data

W3C Recommendation
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Instantiated policy
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W3C Recommendation

Maintained by the W3C ODRL Community Group

Composed by several specifications
«  0DRL Information Model — W3C Recommendation
«  0DRL Core Vocabulary — W3C Recommendation
«  0DRL Implementation Best Practices
«  0DRL Profile Best Practices
«  0DRL Formal Semantics [Under development]

Easily extendable through the use of ODRL profiles
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Developed by the W3GC Data Privacy

Vocabularies and Controls Community
Group (DPVCG)
Defines a jurisdiction-agnostic

ontology for expressing metadata about
the processing of personal data
Provides hierarchical taxonomies,
from abstract to more specific concepts,
to instantiate specific concepts in
practical use-cases

Has law-specific extensions

s/ Judid.ore/dus/ari

Data Privacy Vocabulary (DPV)
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https://w3id.org/dpv/mappings/odrl

ex:physician-request a odrl:Request ;
odrl:uid ex:physician-request ;
dcterms:description """Physician requests patient to read health data for primary care
without time restriction and also for non-direct encounters (e.g. remote monitoring).""" ;
odrl:permission [
odrl:action odrl:read ;
odrl:target ex:health-data ;
odrl:assignee ex:physician ;
odrl:constraint [
odrl:leftOperand dpv-odrl:Puxrpose ;
odrl:operator odrl:isAnyOf ;
odrl:rightOperand sector-health:PrimaryCareManagement, sector-health:PatientMonitoring ],I[
odrl:leftOperand dpv-odrl:LegalBasis ;
odrl:operator odrl:eq ;
odrl:rightOperand eu-gdpr:A9-2-a ] ]




Interoperable Interpretation and Evaluation of ODRL Policies
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Interoperable Interpretation and Evaluation of ODRL Policies
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Agreement Instantiation

Validate the proper modelling of the odrl:Policy, odrl:Request and
SoTW information.

Convert compact policies into their atomic equivalents. :
Evaluate policies to generate compliance reports.

Reference the ODRL request that triggered the agreement

instantiation and the policies from the data subject/holder.

Instantiate the concrete assigner and assignee of the agreement.

Include relevant rules with concrete actions, targets and constraints.



https://w3id.org/force/evaluator
https://w3id.org/force/ESWC2025-demo
https://w3id.org/force/ESWC2025-demo
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Conclusions & future work

Enforcement of interoperable policies
Alignment with legal requirements from GDPR
Validated by legal experts in DPV and SolidLab & PACSOI projects

Finalise Trust Envelopes specification
Extend evaluator to cover all ODRL left operands & operators
Extend evaluator to cover all DPV constraints

Use different legal grounds to share data

Integrate provenance standards (DCAT, PROV, ..)
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