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WP4: Effective user empowerment for personal data




Research questions

How do users evaluate the use of a data vault during the job
application process (compared to other data vault applications)?

How can the user experience be optimized?



Methodology

1 2 3 4 5 6
%
Survey Prototype vl Expert review Prototype v2 Prototype Design
evalualtion recommend-

ations



HR

Data vault help career platforms match job
seekers with positions by sharing qualifications
and interests, allowing companies to contact
suitable candidates.

Media

Data vault enables sharing of media preferences
across platforms, enhancing personalized
recommendations.

Finance
Data vault consolidates financial data, offering
insights into income, expenses, and assets.

Data vault stores medical, fitness and wearable
data which can be shared with a doctor for more
personalized health monitoring.

(n=2335, Flanders)

Survey

Estimated means
Behavioural Intention

~J

The health use case
3 received the highest

average Behavioral

Intention score.

g

3.92
3.65 I 3.68
0 I

Use cases

B HR B Media [ Finance Health

472

=y

w

pe]

—_



Average Behavioural Intention

Survey

Average behavioural intention across use cases decreases with age

4.39
.[ 4.274.30
T T

18-]|25-|35-|45-|55-| 64 | 18- |25-|35-|45-|55-| 64 WM 18- |25-|35-|45-|55-1 64
24 (34|44 |54 |64 2434|4454 |64 24|34|44|54|64| +

18-|25-|35-|45-
24|34|44 |54

HR Media Finance Health



Survey

Willingness to share data varies significantly across
different use cases.

Personality test | NS — 2o

Contact details

52% «
Diplomas 71%

work experience | 72%
Social media connections [IIIIE— 10%
Social media usage' [ — 11%
Location [ — 14%
Library history? [N — 2% B Hr
Listening history [NNEE=— 37% B Vedia
Viewing history* | 357 B Finance
Financial instruments® = — 18%
Transaction history® = — 5% " Health
Salary I 27%
Subscriptions [IIE— 30%
Smart device data’ e 48y
Lifestyle habits® [ e 52%
Medications [ e e
Medical history [ e 8%

0% 25% 50% 75%
Percentage of respondents willing to share

following pages and saved posts; 2books borrowed; ®music and podcasts listened to; *series/films watched online;
Sstocks, funds, crypto, etc.; ®purchases, expenses; “heart rate, weight, sleep measurements; ®workouts, smoking,
alcohol consumption
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€18,399
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Marthe Tijs
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Prototype vl

Share the data
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o8 Resting
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N
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[ Your doctor
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Blood " Body M
Pressure Height 178 cm BM)
227
Weight 72 kg

Your doctor Body Measurement

hent

Auguet 29, 2024

Chest (cm)

102

e 34,2024




Expert
number
1

2
3

0 N o 01

10

Expert review

Field of expertise Professional experience Goal of the review
with personal data stores
LPJr)?guc_t design \'(\'0 Optimizing the UI/UX of the
esign es rototvbe.
Data No L
visualisation
Legal Yes Evaluating legal compliance of the

data requests with European law.

Privacy Yes Evaluating the implemented
Privacy Yes privacy controls.

Privacy Yes

Technical Yes Evaluating the technical feasibility
development of the prototype.

Technical Yes

development

Governance Yes Evaluating the feasibility of with the

existing governance frameworks.



= randstad

JaT— A

requests access to the following
dal

samen vinden we werk dat goed voelt.

ik il werken als waai?

<7 gebruik huidige Incatis

Ciglama
iange

Work exparience

@

Start the job search

Prrsonality test rsais

City of residence

Let’s find your perfect jobmatch in just 2 clicks

-

o w
Share the data

9




Prototype v2

[- I

- i

L o

als jol

Get more information
about this match.

bank officer

chit op vast SR
3,000 per maand [ deme dredging

7% Match
¢ Diplom requinements

L+ rience

3. Matching results

administratief bediende. ApPIy for thisjob 3

© zule, oostvlz

93% Match

+ Dipioma requiremants

sollliciteer

Wioor een onderneming in Lokeren, is Randstad op zoek naar
een bediende in de voedings:

Binnen dit bedrijf zal je een zeer gevarieende functe
hebben:

- administran

bij eld de

productie &n ana N waal

4. Job details



oo x @

je gaat solliciteren voor:

administratief bediende

Skip the form and have
your data collected
automatically

aanmelden om te solliciteren

Wul onderstaande gegevens aan om te n ol lect o
Rarnat callect dat
scliicitatie te kunnen vervolledigen. e o

profiglinformatie

e-mail

[T

5. Application form

Prototype v2

& Randstad.be

%

Randslad reguests access to the following data

Digital ID

Mame  Given names

Untill re = ™ W w

6. Data request to autocomplete form



End of use case
= randstad

werknemers

sollicitatie

bevestiging.

Diplama
Sallicitatie administratief bediende verzonden! We g

sturen je nog ==n sollicitatishevestiging via e-mail. T

vacatures in je mailbox.



Behavioural intention

Prototype evaluation

Participants who interacted with the prototype report higher
behavioral intention scores across all use cases compared to
those who evaluated the written scenarios.

Finance Health
p<0.01 p<0.001
7 o |
o do
6 8 '
5 aD
[ ]
4 | o o
3 o
2
1 L e
0
Prototype Scenario Prototype Scenario Prototype Scenario Prototype Scenario

(n=17)



Prototype evaluation

Participants who interacted with the prototype
generally report a higher willingness to share data
compared to those who evaluated the written
scenarios.

“Misschien twijfel bij die
persoonlijkheidstest, maar. Ja, nee, eigenlijk
alles wat hierop staat zou ik wel kunnen
delen.”

“Als je vroeger naar een interim bureau
ging, moest je gewoon op papier
schrijven.”

“Ja, ik vind alles ook trouwens prima om te delen. Ja, en dat
is ook vooral omdat Randstad en VRT makers dat zijn ook
wel sites die ik vaak gebruik en die ik wel enigszins
vertrouw.”

Personality test |
Contact details
Work experience

Diplomas

10%

Social media connections 12%

Location

!
- R
n ®

Social media usage'

) **

Library history?

@
o
B3

b
®

Listening history?

’ Significance
Viewing history* | — ) Vel
9 y " b < Obr
Salar L p <.01%*
y 65% p < 00T

Transaction history®

]
2
—

22%

1%
ey 77
62%

Financial instruments®

—
*
*
*

Subscriptions =2

Lifestyle habits® 77%

Medications 9%

o
i)
£

o
©
2

. 7 *
Smart device data a8 }

%

Medical history 88%

|

o

% 25% 50% 75% 100%
Proportion of respondents willing to share

HR scenario Media scenario l Finance scenario Health scenario
HR prototype Media prototype Finance prototype | Health prototype



+ Prototype evaluation -

Time saving
Ease of use
Relevant job openings

“Het grootste voordeel? Dat je niet
alles zelf hoeft in te geven.”

“Vooral het zien van is die job geschikt
of niet en dat dat zo al filtert lijkt mij wel
praktisch. En ook ja, gegevens invullen.
Niemand doet dat graag he.”

“Ik vind het gewoon heel snel gaan en het gaat
gewoon super simpel zo. Check, check, check. Voila.
Hup. Komaan, we starten ermee en we zijn weg. [...]
Simpeler dan dit kan het volgens mij niet.”

Demand for additional filter options

“Ergens zou ik er nog wel wat persoonlijke
voorkeur of iets van misschien trefwoorden
van ik ben graag met data bezig. [...] Ja, want ik
vind ook dat uw diploma zegt ook niet alles. Of
uw werkervaring zegt niet alles.”



Conclusion

®T® & Home x Randstad x [ VRTMAX x [ WealthWise X MyHealth X <

= Cc O & Randstad.be

% Change acc.
’ requests acF::Z:(s‘ St::]tdhe following
ow don't te
Select all
Data vaults are a complex concept Dipoma Y
for users
Prototypes make this concept e e )
tangible

Personality test resuts

Increases intention to use and
willingness to share data

City of residence
t @

O

Untill revoked

10 ™ v
«=»




Design recommendations

Clearly communicate the purpose of each requested data type

s ~
@,

Randstad
requests access to the following
data

Select all

Diploma
BSc. Business Administration %

City of residence
Ghent [3]

% Job matching

4 )
@, o

oTo match you with relevant jobs
Randstad requests access to the
following data

Select all

Diploma
BSc. Business Administration

% To verify minimal job requirements

City of residence
Ghent [8]

% To estimate commute times

g J

Avoid: (1) hiding the general purpose for
data sharing on the bottom of the data
request where it is easily overlooked.

N )

Try: (1) highlighting the general purpose
in the data request header and (2)
provide additional detail for each
individual data type.




Design recommendations

Offer granular control

é D)

B

To match you with relevant jobs
Randstad requests access to the
following data

Diploma and City of resicence
Provided by Mijn Burgerprofiel &

@ Job matching

oUntiII revoked 1D ™ W

1Y

Select all

Diploma

BSc. Business Administration

® To verify minimal job requirements

City of residence
Ghent [g]

® To estimate commute times

eJntiII revoked 1 Day 1 Month

1 Week 1 Year

- J

Avoid: (1) Grouping different data types
in one field and (2) Using ambiguous
abbreviations such as ” 1D” and “1M”.

\_ J

Try: (1) Allowing users to select individual
data types and (2) provide clear options
for limiting data-sharing periods.




Design recommendations

Leverage brand trust

a ™
Qp, o

To match you with relevant jobs
Randstad requests access to the
following data

Select all

Diploma 9
BSc. Business Administration %

@ To verify minimal job requirements

Use the logos of trusted partners (1) and
governmental services (2) to foster trust.



Design recommendations

Minimize data requests

uawa

Digital ID
[2] Provided by Mijn Burgerprof...

Name Given names
Alex Wilder

Sex Nationality Date of birth
v BEL 25/11/1998

National register N°
25.11.98-293.28

® Account creation
Untill revoked 1 Day TMonth

1 Year

N\

To submit your application Randstad
requests access to the following
data

Digital ID
8] Provided by Mijn Burgerprof...

Name Given names
Alex Wilder

Nationality Age
BEL 18+

@ Account creation
Untill revoked 1 Day TMonth

1 Year

J

Avoid: (1) Asking detailed information
that is not essential and can lead to
potential discrimination.

N

J

Try: (1) Limiting data request to a
minimum through for example zero-
knowledge proof.



Design recommendations

Enable user control over the matching algorithm

. o t
3 vacancies found that match with your profile datuny
QMax 30min. commute X) (Min. wage €2k X) (Temporary contract X)
administratief bediende O account payable officer @ bank officer O
© zele, cost-viaanderen © Gent, oost-viaanderen © Gent, oost-vlaanderen

Add customizable filters to give users more control over the job matching

Provide transparency in algorithms

Voor een onderneming in Lokeren, is Randstad op zoek naar

S=teliatc ® een bediende in de voedingssector.

°~/ Diploma requirements

BSc. Business Administration & Binnen dit bedrijf zal je een zeer gevarieerde functie
+ 3+ years work experience hebben:

Work experience m - administratie rond kwaliteit en voedingsveiligheid zoals
+ <30 min. from your home bijvoorbeeld de kwaliteitsdocumenten ophalen in de

from your address in Ghent I£] productie en analyseren waar er problemen zijn geweest.
X Lower than your exp. wage - diverse personeelsadministratie zoals bijvoorbeeld

€2.200 - €3000/month aanwezigheden controleren, aantal gewerkte uren

doorgeven, ..

Provide insight to users how a certain matching score is calculated by showing them which
requirement match or do not match.



More Question?

Tim Theys
Tim.Theys@UGent.be

Peter Mechant
Peter.Mechant@UGent.be

®0® @ Home x @@ Rondstad x B VRIMAX x [ WealthWise x MyHealth X 4 [ instructions ]

€« C ( & Randstad.be * @

% Change account @

Randstad requests access to the following data

Ve
Personal email

o
~—/

DlgnallD
2] Provided by Mijn Burgerprof °

Name leen names
Mobne number X

(]
"

Sex Nationality Dateofbxrth

® Contacton s tation updat ‘

ﬁ Try it out yourself

Natlonal register N°

BSc. Business Admmlstratlon L
§ Provided by

imec-mict-ugent

Degree Fleld of study

@1

Untill revoked

D ™ w aY;

22


mailto:Tim.Theys@UGent.be
mailto:Peter.Mechant@UGent.be
https://www.figma.com/proto/89Jn0Ucdewxxv47U6PEs7I/The-Solid-application?node-id=18381-29692&t=Uy9klfrcUoi51eo9-1&scaling=scale-down&content-scaling=fixed&page-id=17975%3A10116&starting-point-node-id=17907%3A4356
https://www.figma.com/proto/89Jn0Ucdewxxv47U6PEs7I/The-Solid-application?node-id=18381-29692&t=Uy9klfrcUoi51eo9-1&scaling=scale-down&content-scaling=fixed&page-id=17975%3A10116&starting-point-node-id=17907%3A4356
https://www.figma.com/proto/89Jn0Ucdewxxv47U6PEs7I/The-Solid-application?node-id=18381-29692&t=Uy9klfrcUoi51eo9-1&scaling=scale-down&content-scaling=fixed&page-id=17975%3A10116&starting-point-node-id=17907%3A4356
https://www.figma.com/proto/89Jn0Ucdewxxv47U6PEs7I/The-Solid-application?node-id=18381-29692&t=Uy9klfrcUoi51eo9-1&scaling=scale-down&content-scaling=fixed&page-id=17975%3A10116&starting-point-node-id=17907%3A4356
https://www.figma.com/proto/89Jn0Ucdewxxv47U6PEs7I/The-Solid-application?node-id=18381-29692&t=Uy9klfrcUoi51eo9-1&scaling=scale-down&content-scaling=fixed&page-id=17975%3A10116&starting-point-node-id=17907%3A4356
https://www.figma.com/proto/89Jn0Ucdewxxv47U6PEs7I/The-Solid-application?node-id=18381-29692&t=Uy9klfrcUoi51eo9-1&scaling=scale-down&content-scaling=fixed&page-id=17975%3A10116&starting-point-node-id=17907%3A4356
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